Gl go iU Libbgll jSsall
NATIONAL CYBER SECURITY CENTER




o1

02

03

04

05

10

ol |

! godl JI dde Il Gladaiall plinj 15l
dwi | pusud | laoad! ¢sgan uluwi

Sl Un2l

bl

di [l | Ulosad! o duio Il elindaioe djob jujel 08

o1

02

03

04

05

06



ole duilpudl Sloaadl 36 aiy (jogo JAdiug
W1 o luw il ddo i1 & labiodl

SUllg Jigoll dbpw () unjloo g paeio ()
dolall Glogleallg el

GO a8l UL olaiiuwl @ Lol bl JI Jauogll @
- Juusd! Gilos doduoodl ulunig (uasaiuuolu

Lt g 8)LA doriull Salig dos ) 00 dgindl dgil plaaiuwl @
Ul e awugiloll

y
9.
s

www.ncsc.gov.bh 2 Sl egll#

| ol J1 ddo i Slobaioll plinj 13Lo) |

due Ul ¢lodAdoll 20 Jooll aJlall cladi LoD (0 < luuw gadl (oo duaedl Cisg
S e p U o Lade psWI Judno i) Gaundlg dwluwdl Olooall ¢ay )
U lodaiodl Uil Gle awljuud! J b bBodl el Gauodld Godledl el du Lo

.(NGOs)

JoJl o dlcldll Ulaa]l alhoo Ji S uud! ol Jlow o ggibWl boy
duwi | puoud | ool lg ool juss Juolgi e ladl clegoood b Jgadl juc gi
Ju oy Lo 6sle sMlg Juibdl Laio daliso wliel duse il Glodbiall (e
H€ Olalhiall glhs] dygadl 46 ug xuodll

AaJladl wiygadl Gldoc olosd duoy I

douiall diuoydll dundilyiwl Jo cj2sg
Sl gl Juisl» owl dogreollg
Juolic elLinl gallinall pgéy «CEO Fraud
wlige Jglaiyg daoijo dugual ayp
99J9aJl guohgall gl el cljroll
Jugad) cldg JUeiwilg ghhddl xunds ooy

.Jlgoll) 4uigild y1e Ulygaj

do20 o deuall Uloxall o ol £9459

Co dWlo wuw o (Guon) waeu 3ol S2JIg Ransomware gl dusaJl g o
0 &l e 2aig JIguoddl dodAi 90 dolall ULl o il ooleall pg oy
03 cguoll <l goJU 0 LS_}_”_}_D_L“ Ul el i glo il goes
Ll ebjiw dyaall

www.ncsc.gov.bh 1 o ladi_egll#



1Bl |

FO)

o)l Sloowo

[ S

1
| —— m——

2090 aygui 0920
woll

Sl golyicl

oy bo) Juo g awadl Uloow
GJyWl vasiuy sl gluadl auals
(Gie il cbwg i go

plasiwl ocluwl

d8g puuodl GUgall

groolaall Jusiwl (o il ! Slaaatl &gas wluwi go g
.§ .'..‘ll o iy 'gi-- I..jjlgn’é . '||_bLﬁjJ

dodAio J5 delhiwl guy ai] U] hadei shji alesedl gi o oépl (e
Jooll (06 Junuoiio Juakdgo wwibhgi il Jond dudell lodhiall o
cWilg g|w| oL ducgil 6 jlolw Ul Sloddioll Gle sy 13 Gl |
0 dUg o )81 ledluuwgo J-eod ojUl wugadl Il dolb b Slwylood] Juaol
" AWl uoud! Slasall deslgo

www.ncsc.gov.bh 4 oludl_egll#

www.ncsc.gov.bh 3 o ladi_egll#



Cliwgo G Gilpuud! oIl Legll iy pb .|‘<>:|

acgll 2 olp L,_OJULLLLU_IJU 00 .45 dugguuo | Jo Ul lowomo,
JUo Jo Ulogleoall L1:>9Jg.1_’u oo abhgol unS1lg Jualhgoll
ULl aotlw jjoi Jol Yo dygeginslgo J109ig diyyss Gijgs aoc
el @o doldd o lejo uud! ol Joo waey elig .ojenllig

doladl LWl Llos

dloinoll JUbs I 2w agaiwallg guabgoll Ul guolly ab
JlgolU déleiall U dlond dusLol julad 3dlg WUl &8 u
drwlw il Grbll sao] Gubi G b (e dodbiall ol gyyliiollg
oUWl elaslg ol Jio

JSiug dolatl dohillg ULl dxblicl pui 3929 g0 250

@492 duio Ul cliohio dyjoLd jyjoiy b
g0 25U 086 duwlwl dudoac g dolall UL (blis Ul Awdl dui [ pud | Sloosd! sud
3959 o .U duwliodl duidil jwulailg dausuadl Slwluadl 5g5g
U0 Jgiu ddy il 0 eug .60 uuodl doladl ULl (o dxaeio &w

Sl 09260 Ggao AJb o laislelwl Joow Ul

U aelgd oadiud (Ul GboWisyl duwddl lelys] (e puubiwl
G629 duwdall Lo lohaiwl oy dusyb Glend desll Gloadllg
doyonl (usgjallg Wbl elli e o Slolpidulg xslell Gilig (o
1693 JAuiu gl WUl (o @ Juond duilo]

ddsoodl padiwlg dugdll ygpoll Slods cluiiil e yoyol f@
Jolgell dsaeio Uk *k
Juteoy Lojilo aoasiud pliai Jsdg (e jgpo Wlolds clduil o6
Joolgell 63300 ddstondl padiwlg «lujloodl Juisig Glodl
dugeun aslgi cuds 131 .l 8ol Lodus .glodl (o duil déuns (MFA)
Glals 8)lby §gigo aoUp 032wl 0032w ygyo Jlods y 535 o
.ol J5du Laiyj2ig gl

www.ncsc.gov.bh Gl egll# www.ncsc.gov.bh 5 Gluud_egll#




dsad)l aolpg JUbdl suail Slaoaw pblw jiol

grepindl 2o Juolgild 46y phs (ig st Ul syl pladiuwl yoilos Jo
gl Py JU o adl dus dgeudlg deypuldl g0 clloellg
Loy daianll wlybil pllel oy d Ul dyjusUl Ol pdudlg A9
MI@IJIMMpug&Mmggogwgougum
degiuiuo Wlalo Juasd xic gl ylsd boyly Lle

0J2u00 JB Ylg . Jouw ol H9HSI Ul gl glgie Jo Lodls G0l 0o
gl o dogidind! wlaloll gi bulgyl Jo GaxiU 00 Longo
L@immgl@ch_o_onld_vangyl

d6gigog dinl Liguissyl aypdl SULAII i 250

98I U1 dl Jlwy JLwy] lawde sgbiy U1 b Bl gaes els
J95 L g .ddlo Gl gi duob Oladiuw (e ggini LUl
el aus J8uiu duaoo jué dluwpall Lig syl syl Jilwy adhoo
00 U0 d4uiug (ol S9H 2y 006 pladwl gl pslgdl g Jodl
Mlmwgwggwlumg&ogw@m

g il Jelo cuiiy pb

SUlgug dulondl glyas oo éuiol Jgdo Laus) cliuuwgo gi (o 250
aulas) Laio dulegllg Juwdl gc e ind)l daiilg g syl ay ]
bl dadaillg wlUilwlg gusldgoll

Wl O ioleallg Slaiodl ol

8y9-hall gi dovoodl lododl (o syaell dule Ul Glohioll 0aAiud
Uil e Jigoll e asg Olepil e an) WS

Lo TLS gi SSL Jdo o iuill Oliéd padiouud 8l ¢ il Slodo
logle ol 6 iiig duod ! Giloleollg Glepidl olajl cililoc ody
jooplg 2FA's duilildl ddsbanll pladiwlg Juedi gl .Ladba| ol (U
Jec ol 0066 WJucpiodl ol (e Blanl) dyjg s OTP ol
U Juold Jolgell 633 2io ddstoall duund 1 6gi duniog o]WaY
L0 uuodlg (e il

[

www.ncsc.gov.bh 8

Gl egll#

aiyani e yosolg Uluwgusll 6060 aoly Cuiiy o b
JIpoiwl

ayanig §gigo Jouwow Jo Ulwgpall dooldo aoliy Cul iy
doo0lBo ol Cuyand gl o [duuwgoll o jlas J5 e jlpalwl
of jlas dulol g0 oLl aolpll eio o xeluy Gluwguall
ol JLo bouly (e bbed guoasiwall aol pls JLo 6 elisud
.0QL LD

SasJl 390 JWisl aic 1535 g5
daloioll Jloclly oLl d1o)l sy &leiwily Ciad 1]

@.1JQJ o1 5gjo i Juo a5U0 el dun Bl Glogleodl Lioglgili
Joud .l dun B! duw buund !l dodai g Ll dulond dudodl juladl

Gluds 0 doxntlbgyo 9l duos Bl Sl el Jualhgall

&l | pbadl 36 guolil duagdes Lle Jguondl b 456
Ul (g il cus ilpad! guolll le Jguoadl (6 146
ey gl G800l gog ddle Ul gg s U ab ol Lay pgéy LU
dLaisall (blgellg oleilg doaudl Jlusul @ UE) guolll e

Suudl pgaall o s 51l

dio U9 6pbatl cuygll @61g0 paiiwl

doy I e Slodaundlg ay sl O luuwgod! (e Loglgidll cdew
Al (b izold casli Lxcul louddg «uyull jue Slepdl Jguo
A g AUl auounndlg adladl il oleodU oluoll c i 66 ud|
clibi dinllg 616 duallg dogigall wugll e 6lgo olaxiwl sxeluy
JsJ diol Clogleodl (e bla~Jl 0 duigaJul ddlall U loleoll
0 JOUA] A olylewdl Jolal 1o .[duuwgallg grosdiuoll (o
gzl gl do bl jue (gl g blgo Jgo djlas (e pamnioll aoly
.oguallg jladl

Jm
S

G ®

® @

/AN

\E‘, g

www.ncsc.gov.bh 7

Sl egll#




s eio JA g L,_JLQ_lJ“ ol 2wl Jaeol doladl ULl aglos
aAliog Jo duo

J1p0dwU danig lwgpall daslio poly cuuld
! o U Guuwgod! Legll 63U

0 350 dud ol SLugadl Jie Cupb Ul e dlo dbhodil oldll aic
&iolg 630 o (iyg 2 6lgo plariuwl

JUib Ul glasdlg &xall polp (o J3ol

Jolgell 6sa0io désbowdl planiwlg dygdg 65440 jgjo0 lods cluwsil o6

! gl s o Al aé
Ologleall Usglgidi Wloasd 1090 JUidl ic 1Jas g5

! Bl 6 605 Guibs e el duo Bl ig st gl syl GULail guob
Al Gig sty

_d_@ . o || d_l_c | . II | o .‘|= wl}ﬂ

ol GUIgg dulond! lyas Jio dudol Jgdo Lousd elibuuwgo Ji g 250
Sloaall Ggas aieg Jub IDS/IPS Jlwdll cauinsdg e io dolbhilg igfislyl
.Auig A Ul

Jgo 04aiillg ducgil o Jlodiwyl JUs o dy bl ybliall o)y ab
] ol pblho

v

@ & &

@

@ @ &

@

@ @

@

www.ncsc.gov.bh 10

il l_ gl

Jicghioll dbouiui dublyo

e 5 paliey el b9 uluwl 8xel paisy ggeghioll aio 8&%

uo Ll wauadl o SUW JI Jguogll &l oaisdoy 209 8_,&1_10.“
cg-bl ol rQ.@.lDl w9 Lo (5] I_;Joo JAuw 1hieg eliuuwgo 0
duwgoll o duwluadl oLl JI Jguogl)

995 Jg-cgbinll a2y 20 Ul Jueghiodl doduil dudlyo Jo 25U
uo<es oo Ol eUl jue Jluwdl 0 deogiuallg dudl LlgUl
H9H8 pg 20 Ygao s liwuwgo

dy | g Bodl 61l ~
J169ig L UBUI Juléi (e aclud dpdud! hlbol) ddledll o)l gl @

0wl Oloaall suo glondl o Logll
W9 Ulbglull Juoig p blaodl auxad JUos o el Guoni oy
.LLL'> duio Ul Joladlg alisdl (e oo sloictl o Uiy douuwgoll
Jooellg p hAJljle duiwl (o guebhgadl gUAwed ducgidlg wujadl gl
Ulyao g vldwdl sgiwo gy Loo oluwl JAdw oo e
AWl do2e 909 Jbo o duww goldl gad oledl 0 digall

2olplg pa Ul Jo jlauwol drasl elbl Jle il ﬁ

Ulouzunig Slpsodl awuli (Je Joaellg Ulyg bil duslgos a6
el dled gl dus JUeiwllg §lis Wl syl yoyo Judol Jloll
uaad o elijlony spas (Jolell o1l yl) duiodl e d)llg olanill

|(zero-day Attack) syg-oJl pg2all

9SS YI Liedgo Lle (il ol dw b Il bhylgddl JI g2yl
A cay Ul dwlwil hylgdl ge Slogles (e Jguaal
dylosg g blal §ylsl Sldbio dudi Joi g0 Loiusii &sluwgoll

.d ol

www.ncsc.gov.bh 9

Sl egll#



by eo
| ol Gibgll j5 ol

O =0
i =
www.ncsc.gov.bh ik

Glu_golly  [m] A



2022 © piuill Goao
Sl ol Gibbgll j5pall dhgeno §génll eron



