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Summary 

A malware known as BellaCiao has been attributed to the Charming Kitten threat actor. The 

malware has been targeting multiple organizations in the Middle East.  
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Threat Details 

Bitdefender researchers have analyzed a new malware named BellaCiao, which they have 

attributed to the Charming Kitten Threat actor. The malware is designed to remain 

undetected and evade analysis by using a multi-stage infection process and modular 

architecture. The researchers discovered that the malware was targeting organizations in 

several regions, including the Middle East. The primary objective of BellaCiao is to exfiltrate 

sensitive data from compromised systems by establishing a communication channel with 

its command-and-control server. 

Furthermore, the malware uses various persistence mechanisms, such as disguising itself as 

legitimate software and using scheduled tasks to maintain its activity. This makes it 

challenging for organizations to detect and remove the malware from their systems. 

To protect against this malware and similar attacks, organizations are advised to take several 

protective measures, including keeping software up to date, implementing access controls, 

and raising awareness of social engineering attacks. 
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Recommendations 
 

  

 
Prevention 

• Appendix A contains the recommendations 
to prevent such attacks. 

 

Detection 

• Appendix B contains a sample of Indicators 
of compromise of this threat the full list is in 
the attached file.  
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Contact Us 

Bahrain National CERT - National Cyber Security Center “NCSC” 
Email: CERT@ncsc.gov.bh 
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Appendix A – Prevention 

The National Cyber Security Centre recommends all the entities to apply the following 
steps:  
  

• Keep software up to date. 

• Implement strong access controls. 

• Raise awareness of social engineering tactics. 

• Employ advanced threat detection tools. 
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Appendix B – Detection 
 
 

Type Value 

File Path • C:\ProgramData\Microsoft\DRMS\JavaUpdateServices.exe 

• C:\ProgramData\Microsoft\Diagnostic\ 

MicrosoftExchangeDiagnosticServices.exe 

• C:\ProgramData\Microsoft\Diagnostic\ 

MicrosoftExchangeServicesLog.exe 

• C:\windows\temp\Certificates\envisa.exe 

• C:\windows\temp\Certificates\envisa.ps1 

• C:\ProgramData\Microsoft\DRMS\JavaUpdateServices.ps1 

• C:\ProgramData\Microsoft\Diagnostic\ 

MicrosoftExchangeServicesLog.ps1 

• C:\inetpub\wwwroot\aspnet_client\system_web\webclient.aspx 

• C:\Program Files\Microsoft\ExchangeServer\V15\ 

FrontEnd\HttpProxy\owa\auth\Current\logon.aspx 

• C:\Program Files\Microsoft\ExchangeServer\V15\ 

FrontEnd\HttpProxy\owa\auth\Current\themes\themes.aspx 

• C:\Program Files\Microsoft\ExchangeServer\V15\FrontEnd\ 

HttpProxy\owa\auth\Current\themes\resources\owafont.aspx 

MD5 • 4812449f7fad62162ba8c4179d5d45d7 

• 3fbea74b92f41809f46145f480782ef9 

• c450477ed9c347c4c3d7474e1f069f14 

• c6f394847eb3dc2587dc0c0130249337 

• 7df50cb7d4620621c2246535dd3ef10c 

• e7149c402a37719168fb739c62f25585 

• 284cdf5d2b29369f0b35f3ceb363a3d1 

• 2daa29f965f661405e13b2a10d859b87 

• f56a6da833289f821dd63f902a360c31 

IP Address • 88.80.148[.]162  

Domain • mail-updateservice[.]info  

• msn-center[.]uk  

• msn-service[.]co  

• twittsupport[.]com  

• mailupdate[.]info  

• maill-support[.]com 

 

 

 



 

Threat Advisory  Page 7 of 9 

NCSC-TAD-2305-001 National Cyber Security Center  

Appendix C – Best Practices 
Bahrain National CERT team recommends organizations to implement the following security best 
practices. 
 

• Daily backups of important new/changed data, software and configuration settings, stored 
disconnected, retained for at least three months. Test restoration initially, annually and when IT 
infrastructure changes. 

• Patch operating systems. Patch/mitigate computers (including network devices) with 'extreme 
risk' vulnerabilities within 48 hours. Use the latest operating system version. Don't use 
unsupported versions. 

• Patch applications e.g. Flash, web browsers, Microsoft Office, Java and PDF viewers. 
Patch/mitigate computers with 'extreme risk' vulnerabilities within 48 hours. Use the latest 
version of applications. 

• Restrict administrative privileges to operating systems and applications based on user role. 
Regularly reassess the need for privileges. Don’t use privileged accounts for reading email and 
web browsing. 

• Configure Microsoft Office macro settings to block macros from the Internet, and only allow 
vetted macros either in 'trusted locations' with limited write access or digitally signed with a 
trusted certificate. 
http://www.asd.gov.au/publications/protect/Microsoft_Office_Macro_Security.pdf 

• Application whitelisting of approved/trusted programs to prevent execution of 
unapproved/malicious programs including .exe, DLL, scripts (e.g. Windows Script Host, 
PowerShell and HTA) and installers. 

• User application hardening. Configure web browsers to block Flash (ideally uninstall it), ads and 
Java on the Internet. Disable unneeded features in Microsoft Office (e.g. OLE), web browsers 
and PDF viewers. 

• Multi-factor authentication for VPNs, Outlook Web Access (OWA), RDP, SSH and other remote 
access, and for all users when they perform a privileged action or access an important (sensitive 
or high-availability) data repository.  

• Implement CIS Critical Security Controls, while prioritizing the implementation of the Top 5 CIS 
Controls. (https://www.cisecurity.org/critical-controls.cfm) 

• Implement Strategies to mitigate cyber security incidents. 
(http://www.asd.gov.au/infosec/mitigationstrategies.htm) 
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1.  
CERT.bh recommends organizations to implement the following strategies to detect and respond to 
cyber security incidents: 

• Network-based intrusion detection/prevention system using signatures and heuristics to 
identify anomalous traffic both internally and crossing network perimeter boundaries. 

• Host-based intrusion detection/prevention system to identify anomalous behaviour during 
program execution e.g. process injection, keystroke logging, driver loading and persistence 
mechanisms. 

• Endpoint detection and response software on all computers to centrally log systems’ behaviour 
and facilitate incident response. Microsoft’s free SysMon tool is an entry level option. 

• Enhance visibility through PowerShell logging to provide investigators a detection mechanism 
for malicious activity and a historical record of how PowerShell was used on systems. 
https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html 

• Hunt to discover incidents using threat intelligence consisting of analyzed threat data with 
indicators of compromise and mitigating threats based on behaviour patterns.  

• Capture network traffic to and from internal systems that store important data or are 
considered critical assets, and network traffic traversing the network perimeter, to assist with 
incident detection and analysis. 

• Continuous incident detection and response with automated immediate analysis of centralised 
time-synchronised logs of permitted and denied: computer events, authentication, file access, 
network activity. 

• MITRE Corporation provides a public repository that includes a model and framework for 
describing the actions attackers may take while operating within an enterprise network. These 
details can aid organizations in detecting attacker activities. 

• https://attack.mitre.org/wiki/Main_Page 

• https://car.mitre.org/wiki/Full_Analytic_List 

• https://car.mitre.org/caret/#/ 
2.  
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Appendix D – TLP Definitions 
3.  

 
 
 
 
 

 


